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What is Microsoft 365
I:l Office
E Word Microsoft 365 (Includes
Office)

Exchange

E Excel Advanced Security
SharePoint

. .
PowerPoint Lync Server Device Management
ﬂ\z Outlook Teams

Office Office 365 Microsoft 365




What is Microsoft 365
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Productivity Advanced Security Device management
Office Applications External Threat Protection Device management
Word, Excel, PowerPoint, Outlook, Office 365 Advanced Threat Microsoft Intune
and more Protection Single Sign On (SSO) > 10 apps
. . Multi-Factor Authentication :
Online Services Enforce Windows Defender Exploit Deployment assistance
Exchange, OneDrive (1TB), Teams, and —|— Guard Windows Autopilot

more Auto-installation of Office apps

Enforce BitLocker encryption AAD Auto-enroll

Advanced Services

Exchange Online Archiving Internal data leak prevention

Data Loss Prevention
Azure Information Protection

Additional benefits

Consistent security configuration across Upgrade from Windows 7 Pro or Windows 8.1 99.9% financially-backed uptime guarantee;
Windows 10, macOS, Android, and iOS Pro to Windows 10 Pro ad no additional cost 24x7 online and phone support
devices



Comparison across Microsoft 365 Business SKUS

Office Apps

Email & Calendar
Hub for Teamwork
File Storage

Social, Video, Sites

Business Apps

Threat Protection

Identity Management

Device & App
Management

Information
Protection

On-Prem CAL Rights

Compliance

Analytics
Voice

[1] Available in US, UK, Canada

Microsoft 365

Business

Features Standard
Maximum number of users 300
Install Office on up to 5 PCs/Macs + 5 tablets + 5 smartphones per user (Word, Excel, PowerPoint, OneNote, .

- . Business
Access), Office Online
Outlook, Exchange Online 50GB
Chat-based workspace, online meetings, and more in Microsoft Teams (]
OneDrive for Business 1 TB/user
Yammer, SharePoint Online, Planner (]
Stream
Scheduling Apps — Bookings', StaffHub ()
Business Apps — Outlook Customer Manager, MilelQ' ()

Microsoft Advanced Threat Analytics, Device Guard, Credential Guard, App Locker, Enterprise Data Protection,
Office 365 Advanced Threat Protection

Windows Defender Advanced Threat Protection

Office 365 Threat Intelligence

Self-service password reset for hybrid Azure Active Directory accounts, Azure MFA, Conditional Access
Azure AD: Cloud App Discovery, AAD Connect Health, SSO for more than 10 Apps

Azure Active Directory Plan 2

Microsoft Intune, Windows AutoPilot

Shared Computer Activation

Microsoft Desktop Optimization Package, VDA

Office 365 Data Loss Prevention, Azure Information Protection Plan 1

Azure Information Protection Plan 2, Microsoft Cloud App Security, 0365 Cloud App Security
ECAL Suite (Exchange, SharePoint, Skype, Windows, SCCM, Win. Rights Management)

Unlimited email archiving?

Advanced eDiscovery, Customer Lockbox, Advanced Data Governance

Power Bl Pro, MyAnalytics
PSTN Conferencing, Cloud PBX

| [2] Unlimited archiving when auto-expansion is turned on

Microsoft 365
Business
Premium

300
Business
50GB
°

1 TB/user
()

Microsoft 365
E3

unlimited

ProPlus

unlimited

unlimited
°
([ J
°

Microsoft 365
E5

unlimited

ProPlus

unlimited

unlimited
°
[ J
°




Small businesses are vulnerable to cyberthreats
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58% of breaches average cost of a SMB 62% lack the skills in-
took place at small data breach.? house to deal with
businesses.’ security issues.3

" Verizon 2018 Data Breach Investigations Report
2 Kapersky Lab study, 2018

3 Underserved and Unprepared: The State of SMB Cyber Security in 2019, Vanson Bourne for Continuum



https://enterprise.verizon.com/resources/reports/dbir/
https://www.kaspersky.com/about/press-releases/2018_costly-cloud-breaches
https://page.continuum.net/resources/downloadables/white-paper/bf/underserved-and-unprepared-the-state-of-smb-cyber-security-in-2019

Shifting landscape

Small companies are twice
X as likely to hire remote

employees’

There,s a grOWing nEEd %% \?vzoofk;)c:riheevgcl)(r)lfsairom home
to make work better

at least once per week!’

\\V 6x as many small businesses
ﬂiﬁ agree that dynamic team

structures will become the

1 Owl Labs survey, March, 2019 2
2 Upwork Future Workforce Small Business Report, 2018 norm



Microsoft Teams

is the hub for teamwork
i n M i c r O S Oft 3 6 5 < Microsoft Teams Al C. Seaich or type / for a list of shortcuts

2 _
¢ Teams Y W Returns FPosts Files Wiki Flow ReturnsApp -~  Returns PowerBi @ +
E Nour teams

W’ Warehouse #02

¥ General

— | | = [ , Hello, Aya
Meetings & calling N - R }

H Shipping Updates - P - 4—. >
Vn" A Research eee - ?i ‘
g General
‘ Documentation
Guidelines
> :
- . News . A
—E Chat & collaboration - T ‘

@ QOccupational Safety

General

Process Returns
provals —'-L—-L

£8 Emergency Procedures

OSHA |(Am|'1(_] and Information

Safe Lifing and Best Practices

’;?‘f. Company Events

Apps & workflow

Company Party

Microut

) Founders Day ¥

Winter Holidays " o .

. &' Join or create a team L8

16031 NE 36th Way




What can Teams do

for your business

Chat

ot =
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ME

v
Isaiah Langer 10723
Sormy, | can't do that You can go to'this site toep..
Alex Wilber 22
Actually, can you add me to the Sal 2
Megan Bowen 10/28
10423
oI
Patti Fernandez 10723

Nestor Wilke

Anne Michels

Aya Tange

Diegao Siciliani

Jared Spataro

Jereimy Chapman

Joni Sherman

Lynne Robhins

Mathan Backers

Q, Search for people, messages or files. Type / to see commands. O

&I Isaiah I.anger Chat Files Organization Activity =

[ I Isaiah Langer !
Fi Hi Karan. Are you planning to order any shirts or jackets with our logo on them prior to the
upcoming show?

0y 46 PM
Yes, I'd like 1o, When is the deadline to give you my ¢

I lsalah Langer |
ﬁ I'm trying to get everything submitted by this Friday. Does that work for you?

1023 847 FM
I'm a:tually really busy plannlnq for the show? Can you just pick for me and getme a couple of
shirts and a jacket?

Here's my credit card info: 4732135621657338 Exp: 11/23 Code

Isaiah Langer Edited
ﬁ Sorry, | can't do that. You can go to this site to pick what you want.

Sales Associates
Contoso North Store

1 7D 8:00 AM - 5:00 PM (EDT)
Sales Associates
Contoso North Store



Teams Demo



Compliance challenges

Defensibility

O

Obsolescence @ Organizational alignment

Compliance
Regulatory complexity @ poses unique @ Budget and resource limitations
challenges

Visibility €

@ Lack of focus from senior leaders



L
Information
protection and
governance

How can | ensure
sensitive information is
retained, found, and
classified?

Classify and apply policies
for unique data sets, such

as customer records and
contracts.

Insider risk
management

How can | help mitigate
the risk of insider data
breaches and losses?

|dentify and remediate
critical insider risks such as
IP theft, leakage, or data
harassment.

—
0
Discover
and respond

Is there something
that can help me manage
Investigations?

Handle data requests in a
more efficient and
defensible manner.

Microsoft 365 compliance solutions for legal professionals

Compliance
@t

What tools help manage
legal and compliance
obligations such as CCPA?

Connect regulatory
requirements (such as
GDPR/CCPA/HIPPA, SEC
17a-4, NYDFS, etc.) with
actionable guidance.



Implement & Assess Requirements

with Microsoft Compliance Score

# 24 Contoso Electronics Microselt 385 compliance

Continuous assessments
Detect and monitor control effectiveness and e
automatically applies a compliance score

Microsoft Compliance Score (preview)

k= Pegom Your compliance score: 81% [‘345' o | ekt

Recommended actions % o p
Reduce compliance risks with actionable <

g u id a n Ce 18611/22936 points achieved

Vcre reenarme I istomer-maneged paiits achieved

Microsoft
17138

Built-in control mapping

Scale your compliance efforts with built-in ' el e
mapping across regulations and standards o

. . . . L (1L AR p— ) T C {1 | 1. A ——
Compliance Score is a dashboard that provides your Compliance Score and a

summary of your data protection and compliance posture. It also includes s ek oyt S o s e e
recommendations to improve data protection and compliance. This is a

recommendation, it is up to you to evaluate and validate the effectiveness of

customer controls as per your regulatory environment. Recommendations from e reecverrsnt scsons Vi Impreverut actiors Ve improveemans o
Compliance Manager and Compliance Score should not be interpreted as a
guarantee of compliance.

L) Srev— 37% o - 96%



Consider a different approach

Reduce number of solution vendors and leverage
shared responsibility

¥ . Know, protect, and govern your sensitive data throughout
its lifecycle

- Implement more intelligent, built-in compliance solutions




Have questions?

Jim.Moreo@Cornerstone.IT
646.530.8920



Thank you!



